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President’s Message

| hope everyone had a wonderful and * Compliance news on CHAR500,

enjoyable Thanksgiving and had an FASB’s crypto asset standard and

opportunity to relax and connect with ESG Reporting.

loved ones. December, to me, has always * The buzz about CAS, non-CPA
Iﬁ%ﬁ;{gl{ been a time of reflection and in reflecting ownership, Al, filing extensions and

on the past year, | am so proud of all that more.

we have accomplished to-date as a

Chapter. | am so fortunate to work with More info about the event on page 7.

some of the most inspiring individuals on
the Suffolk Chapter Board and | cannot As we are quickly approaching the

thank them enough for all their support, holidays, | encourage all of you to make
mentorship and contributions that they time for yourselves, family, friends and
have made, not just to the Chapter, but other loved ones and recharge over the
the profession as a whole. next few weeks. As we all know, busy

season is upon us!
December is also a time to make sure you

get those last minute required CPE As president of the Suffolk Chapter, | am
credits, so if you have not done so and always looking for feedback and thoughts
need a few more credits or need to meet from members on what they would like to
the ethics requirement, consider joining see as a chapter in the future. If anyone
the Suffolk Chapter for our upcoming has any thoughts or feedback, please feel
annual Ethics training virtually on free to reach out to me directly via e-mail
December 6 (see page 5). at rhuether@estee.com.
THIS ISSUE Additionally, if you did not have a chance All the best to you and your families during
to join the NYSSCPAs for their this holiday season.
2-3 | Business Email “Professional Issues Update” on 11/30
Compromise and have an interest, you have one more  Happy Holidays!
. opportunity to join virtually on 12/12 at
7 | Calendarorvents 9:00am. Topics to be covered willbe as  — BO‘b’ HW@/HA/&V
8 | Fun & Games follows:
SR — * Progress on the NYSSCPA's
Legislative Agenda.
10 | Special Offers from * Pipeline building, from exam
the Suffolk Chapter changes to recruiting and retention. . VA
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Business Email Compromise

[
By First National Bank Long Island 1r i

Bank L™

Business email compromise (BEC) is among
the most financially damaging cyber scams
around. While the scenarios vary — imagine
you as a business owner receive an email that
appears to come from a known vendor or
valued client appearing to make a legitimate
request. The cybercriminal poses as a trusted
figure and then asks for a fraudulent bill to be
paid or requests sensitive data they can use in
another scam.

Some examples of this are:

* A vendor your company regularly deals
with sends an email or “phish”
requesting you to update ACH
information.

¢ The CEO of your company sends an
email requesting you to purchase gift
cards to send out as employee rewards
or client gifts, specifically asking for the
serial numbers to they can be emailed
out right away.

* A homebuyer receives an email or
phone message from his mortgage
company to wire his down payment.

¢ An employee receives a phone call from
what appears to be an office number,

National

and it's their manager asking them to
make a last-minute wire. Artificial
intelligence is making these phone
scams more common, using the
technology to clone voices.

Different versions of these scenarios have
happened to real people over the last several
months - all being fraudulent requests. With
each case, hundreds and sometimes
thousands of dollars were sent to criminals,
unable to be traced or recouped.

There are several ways cybercriminals carry
out these scams:

* Spoofing an email account or website.
They will make slight variations on
legitimate addresses. For example -
john.doe@examplecompany.com vs.
john.doee@examplecompany.com can
fool victims into thinking fake accounts
are authentic.

* Send emails that look like they are from
a trusted sender to trick the receiver
into revealing confidential information.

* Using malicious software, known as
malware, criminals can infiltrate

company networks and gain access to

(continued...)
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Business Email Compromise (cont’'d)

legitimate email threads about billing
and invoices. The malware allows
criminals to gain undetected access to
a victim’s data, including passwords
and financial account information.

* Vishing or phone scams use computer-
generated voices created with the help
of artificial intelligence. Numbers can
also be masked to appear to be coming
from a legjtimate source.

Steps to take to protect yourself and your
business:

* If you receive an unexpected phone call
or email requesting any kind of financial
transaction or update to usual
transaction procedures, always call the
contact or vendor directly to verify the
authenticity of the request.

» Create a culture of cybersecurity and
fraud awareness for your employees by
offering ongoing training and education.

* Consult with a Cybersecurity Insurance
Specialist to learn about available
options to protect your business should
an act of fraud occur.

* [f the requestor is pressing you to act
quickly, it is likely a scam. Contact the
actual company to confirm any requests
and make them aware of the incident.

e Carefully look at the email address,
URL, and check for any spelling errors
throughout the message. Scammers
tend to use slight differences to trick
your eye.

* Never open an email or text link
attachment from someone you don’t
know and be careful of any attachments
forwarded to you.

» Before you click on anything to verify or
update account information, call the
company directly to ask if the request is
legitimate. Don’t use the phone number
provided in the email or text, look up the
company’s phone number on your own
to verify.

e Set up two-factor authentication on all
accounts that allow it and make sure to
use passwords strong using at least 15
characters, numbers, symbols. Update
regularly, and do not reuse passwords
across your business and professional
accounts.

* Be cautious of the information you
share online or through social media.
Simple things like sharing your pets
name, past schools, family members, or
your birthday can give a scammer all
the information they need to guess your
password or answer security questions.

How to Report these Scams:

If you or your company think you've been a
victim of any business email scam, it's
essential to act quickly. Contact your financial
institution and request they contact the
institution where the transfer was sent.

You can file a formal complaint or report a
scam or consumer issue directly with the
Federal Trade Commission.

You can also report stolen identities and
finances to the FBI's Internet Crime Complaint
Center.
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https://reportfraud.ftc.gov/#/
https://complaint.ic3.gov/default?

Suffolk Chapter CALENDAR OF EVENTS

DECEMBER 6, 2023
Annual Ethics Update. Details on
page 5.

DECEMBER 7, 2023
Toys for Tots Donation Drive
deadline. Details on page 6

DECEMBER 12, 2023
Professional Issues Update. Details
on page 7.

Committee Chairs! Send future meeting dates to Janet Verneuille, janet.vemeuille@fnbli.com.

For up-to-the-minute NYSSCPA Suffolk Chapter activities
CLICK HERE
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http://www.nysscpa.org/membership/chapters/suffolk#sthash.tia4Xxa9.dpbs
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[WEBINAR]
Annual Ethics Update

Thursday, December 6, 2023
8:00 to 10:00 am

A hallmark of the public accounting profession is its commitment to
professional ethics and the public interest. This course qualifies for two
hour of the four hour ethics CPE requirement every three years and is
approved by the New York State Board of Public Accountancy.

The course focuses on NYS Education Law, Rules of the Board of Regents,

and Regulations of the Commissioner of Education, but also addresses the

Code of Professional Conduct (“Code”) of the American Institute of Certified
Public Accountants (AICPA) as it relates to ethical standards.

Speaker: Ernest Patrick Smith, Nawrocki Smith LLP

$35/$50 Members/Non | 2 Ethics CPE credits (Course Code: 11507402)

REGISTER HERE
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https://cpe.nysscpa.org/product/34821
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ALL DONATIONS DUE BY
THURSDAY, DECEMBER 7

IT IS THAT TIME OF THE YEAR AGAIN!

PLEASE JOIN US IN CELEBRATING OUR 29TH ANNUAL
HOLIDAY TOY DRIVE TO BENEFIT THE
TOYS FOR TOTS PROGRAM.

THE HOLIDAYS ARE JUST AROUND THE CORNER. PLEASE HELP
US SHARE THE MAGIC OF THE HOLIDAY SEASON WITH THE
NEEDY CHILDREN OF LONG ISELAND BY PARTICIPATING IN THIS
YEAR'S DRIVE. PROMOTIONAL MATERIALS AND DROP-OFF
BOXES WILE BE AVAILABLE IN THE BEGINNING OF NOVEMBER.

TOYS WILL BE SORTED BY OUR VOLUNTEERS AND PICKED UP BY THE MARINES ON
FRIDAY, DECEMBER 8 AT THE SHEEHAN OFFICES. WE ENCOURAGE EVERYONE TO JOIN US
FROM 9 AM-11 AM FOR THIS GREAT COMMUNITY EVENT!

WILLIAM (BILL) HUETHER, C.P.A.

SHEEHAN & COMPANY, C.P.A., P.C.
165 ORINOCO DRIVE BRIGHTWATERS, NY 11718
TELEPHONE: (631) 665-7040
EMAIL: WHUETHER@SHEEHANCPA.COM

SCAN THE QR CODE
TO VIEW THE
AMAZON WISH LIST

CAN BE SHIPPED TO SHEEHAN &
COMPANY IF YOU ARE UNABLE
TO ATTEND THE EVENT
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[WEBINAR]

Tuesday, December 12, 2023
9:00 to 10:30 am

With recent changes affecting wide swaths of the profession, get more
information on issues that have the greatest impact on CPAs, including;:

Progress on the NYSSCPA's Legislative Agenda.

STEM and filing extension updates.

Pipeline building, from exam changes to recruiting and retention.

Compliance news on CHAR500, FASB’s crypto asset standard, ESG Reporting
and more.

e The buzz about CAS and non-CPA ownership.

* Generative Artificial Intelligence.

Hear from Society officers Liren Wei, NYSSCPA President; Kevin P. O’Leary,
NYSSCPA President-elect; and Calvin Harris Jr., NYSSCPA CEO.
All will be available to answer questions at the end of the session.

REGISTER HERE

NYSSCPA SUFFOLK | December 2023 7.



https://cpe.nysscpa.org/product/34802

FUN & GAMES: Acronyms

Acronyms are abbreviations that can be said as words. Do you know the words
within these words?

1. The S in SONAR 2. The P in ASAP 3. The T in NATO

A. Severe B. Sound A. Possible B. Perhaps A. Top B. Treaty

4. The S in NASA 5. The Ain AWOL 6. The Fin FOMO

A. Science B. Space A. Avoiding B. Alone A. Fear B. Forget
7. The B in SCUBA 8. The G in GIF 9. The T in SWAT

A. Bubbling B. Bulky A. Google B. Graphics A. Trained B. Technical

SOURCE: merriam-webster.com

How’d you do? Flip to see if you're right...
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Suffolk Chapter BOARD & COMMITTEES

PRESIDENT

Robert J. Huether, CPA

The Estée Lauder Companies Inc.
(631) 353-5354
rhuether@estee.com

PRESIDENT-ELECT

Phil Marciano, CPA

CBIZ Marks Paneth LLP

(516) 992-5841
pmarciano@markspaneth.com

SECRETARY

William Huether, CPA, CGMA
Sheehan & Company CPA, PC
(631) 665-7040
whuether@sheehancpa.com

VICE PRESIDENT

Janet T. Verneuille, CPA
First National LI

(516) 671-4901, ext. 7462
janet.verneuille@fnbli.com

IMMEDIATE PAST PRESIDENT

John M. Spatola, CPA/ABV/CFF, CVA, CFE
Nawrocki Smith, LLP

(631) 756-9500

jspatola@ns.cpa

TREASURER

Christopher A. Angotta, CPA
Nawrocki Smith LLP

(631) 756-9500
cangotta@ns.cpa

EXECUTIVE BOARD

Rebecca Brodsky, CPA

Ernst & Young LLP

(516) 336-0171
Rebecca.A.Brodsky@ey.com

Stephen Dagnell, CPA
Grant Thornton, LLP

(631) 577-1843
stephen.dagnell@us.gt.com

Christina Galasso, CPA

ACN Tax & Accounting Services
(516) 557-4302
cgalasso@acntaxservices.com

Frank Giambruno, CPA

Frank J. Giambruno, CPA PLLC
(631) 780-5444
frank@fjgcpatax.com

John Hermus, CPA, CGMA
Sheehan & Company CPA, PC
(631) 665-7040
jhermus@sheehancpa.com

Michael T. Joy, CPA, CGMA
EisnerAmper LLP

(516) 222-8350
michael.joy@eisneramper.com

Thomas S. Pirro, CPA
Thomas Pirro, CPA, P.C.
(631) 472-7637
tpirrocpa@optonline.net

Ernest Patrick Smith, CPA/ABV/CFF,
CVA, CFE

Nawrocki Smith, LLP

(631) 756-9500

epsmith@ns.cpa

ACCOUNTING & AUDITING
Paul Becht, CPA

Baker Tilly

(516) 240-4295
paul.becht@bakertilly.com

CONSTRUCTION CONTRACTORS &
REAL ESTATE

Matthew Slack

UHY, LLP

(631) 712-6860
mslack@uhy-us.com

COOPERATION WITH EDUCATIONAL
INSTITUTIONS

John Hermus, CPA, CGMA

Sheehan & Company CPA, PC

(631) 665-7040
jhermus@sheehancpa.com

EMPLOYEE BENEFITS

Robert Craig, CPA

Craig, Fitzsimmons & Meyer, LLP
(631) 360-1400
rcraig@cfmllp.com

Christina Galasso, CPA

ACN Tax & Accounting Services
(516) 5574302
cgalasso@acntaxservices.com

ESTATE/FINANCIAL PLANNING
Eric Goodman

The Quintessential Experience
(631) 389-2308
goodman_eric@nlgroupmail.com
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FORENSIC AND VALUATION
SERVICES

Ernest Patrick Smith, CPA/ABV/CFF,
CVA, CFE

Nawrocki Smith, LLP

(631) 756-9500

epsmith@ns.cpa

John M. Spatola, CPA/ABV/CFF, CVA, CFE
Nawrocki Smith, LLP

(631) 756-9500

jspatola@ns.cpa

GENERAL TAXATION

John M. Spatola, CPA/ABV/CFF, CVA, CFE
Nawrocki Smith, LLP

(631) 756-9500,

jspatola@ns.cpa

Nancy Watts, CPA
Nawrocki Smith LLP
(631) 756-9500
nwatts@ns.cpa

GOLF OUTING

John Hermus, CPA, CGMA
Sheehan & Company CPA, PC
(631) 665-7040
jhermus@sheehancpa.com

MEMBERS IN INDUSTRY

Ernest Patrick Smith, CPA/ABV/CFF,
CVA, CFE

Nawrocki Smith, LLP

(631) 756-9500

epsmith@ns.cpa

Janet T. Verneuille, CPA
First National LI

(516) 671-4901, ext. 7462
janet.verneuille@fnbli.com

MEMBERSHIP

Phil Marciano, CPA, CGMA, CGFM
CBIZ Marks Paneth

(516) 992-5841
pmarciano@markspaneth.com

NEXTGEN

Robert Huether, CPA
Estee Lauder Co.
(631) 353-5354
rhuether@estee.com

NOMINATING

John M. Spatola, CPA/ABV/CFF, CVA, CFE
Nawrocki Smith, LLP

(631) 756-9500

spatola@ns.cpa

NOT-FOR-PROFIT & GOVERNMENT
ACCOUNTING & AUDITING
Kenneth R. Cerini, CPA

Cerini & Associates, LLP

(631) 582-1600
kenc@ceriniandassociates.com

PUBLIC RELATIONS
Robert Huether, CPA
Estee Lauder Co.
(631) 454-7000
rhuether@estee.com

SPONSORSHIP

Thomas S. Pirro, CPA
Thomas S. Pirro, CPA, P.C.
(631) 472-7637
tpirrocpa@optonline.net

STATE SOCIETY DIRECTOR
REPRESENTING SUFFOLK

Phil Marciano, CPA, CGMA, CGFM,
CBIZ Marks Paneth

(516) 992-5841
pmarciano@markspaneth.com

The NYSSCPA Suffolk Chapter has a few
committees looking for a chair!

e COOPERATION WITH ATTORNEYS
COOPERATION WITH BANKERS & OTHER
CREDIT GRANTORS

EAST END

EMERGING TECHNOLOGIES
MANAGEMENT OF AN ACCOUNTING
PRACTICE

SMALL BUSINESS




Newsletter Editor:
Janet T. Verneuille, cpa
First National LI

(516) 671-4901, ext. 7462
janet.verneuille@fnbli.com

Design/Layout:
Flo Federman

Marcum LLP
flo.federman@marcumllp.com

The Suffolk Chapter
newsletter is published
monthly (bi-monthly
January through August)
by the Suffolk Chapter of
the New York State
Society of CPAs.

Get Involved! NYSSCPA SUFFOLK

COMMITTEE SERVICE APPLICATION

Here’s a way to get involved with NYSSCPA Suffolk and help make a
difference! Please rank the top 3 committees in which you have an
interest:

Accounting & Auditing
Community Affairs

Estate/Financial Planning
Forensic and Valuation Services

Construction Contractors
Cooperation with Attorneys
Cooperation with Bankers and

General Taxation
Golf Outing
Management of Accounting Practice
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Other Credit Grantors Members in Industry

__ Cooperation with Educational __ Membership

Institutions __ NextGen (Young CPAs)
__ CPE/Professional Development ___ Not-for-Profit & Government
___ EastEnd Public Relations

Real Estate & Construction
Small Business

Emerging Technologies
Employee Benefits

Please forward your response to:
John M. Spatola, (631) 756-9500, jspatola@ns.cpa

SUFFOLK CHAPTER SPONSORSHIP PROGRAM

Here’s your chance to make the most of your membership!
SPONSOR ONE OF OUR EVENTS and get in front of colleagues,
referral sources, and potential clients.

Step One: Choose the type of event based on your target audience.
e golf outings ¢ informational seminars
* networking events e charitable events
¢ technical workshops

Step Two: Become a sponsor. At a cost of $1,000 you receive:
e recognition in the Suffolk Chapter newsletter
e |logo/recognition in all event flyers
* opportunity to speak at the event
e booth or table display space

To take advantage of this great offer, contact our Sponsorship Chair:
Thomas S. Pirro: (631) 472-7637; tpirrocpa@optonline.net





